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(U) Semiamual Assessment of Cmpliance with Procedues and Guidelines Isued Pursuant
to Section 702 of the Foreign Intelligenc8urveillance Act, Submitted by the Attorney
General ard the Director of National Intelligence
February 2016

Reporting Period: December 1, 2014 — May 31, 2015

(U) EXECUTIVE SUMMARY

(U) The FISA Anendrents Act of 2008 (hereifier “FAA”) requires the Attorney General
and the Diector of National Intelligence (DNI)to assess copliance with certain procedures and
guidelines issued pursuant to Section 702 effbreign Intelligenc8&urveillance Act of 1978,

50 U.S.C. § 180#t seq., as arended, (hereinafter “FISASr “the Act”) and to submsuch
assessents to the Foreigintelligence Survdliance Court (FISC) and relevant congiesmal
comnittees at least once every sionths. Section 702 authorizes, subjeaesdrictions inposed
by the statute and required tatipg and nmimization procedureghe targeting of non-United
States persons reasonably believed to be locaitsitle the United Stat@s order to acquire
foreign intelligence inforration. The present assarent sets forth the foteenth joint comliance
assessent of the Sectio 702 program. This assessmh covers thegoiod from December 1, 2014,
through May 31, 2015 (heredfter the “repating period”) and accopanies tre Semiannual Rept
of the Attorney General Concerning Acquisitiamsder Section 702 of the Foreign Intelligence
Surveillance Act, which was sulitted as regued by Section707(b)(1) & FISA (hereinafter “the
Section 707 Report”) on Septber 3, 2015, whic covered the saareporting period.

(U) This Joint Assessemt is based upondlcompliance assessnt activities that have
been jointly conducted by the Depaeamhof Jistice’s National Security Division (8D) and the
Office of the Directo of Naional Intelligence (ODNI).

(U) This Joint Assessent inds thatheagencies have continued toglament the
procedures and follow the guidelines in anmerthat reflects a focused dmoncerted effort by
agency personnel to complyittvthe requirerants of Sectia 702. The personnel involved in
implementing the authorities are appropriatidgused on directing their efforts at non-United
States persons reasonably believed to be ldaaitside the United St for the purpose of
acquiring foreign intelligence inforation. Procsses are iplace to imptment these authorities
and to inpose internal controls for cgiiance ad verification purposes. The cpirance incidents
that occurred during this reparg period represent a very alhpecentage (0.35%) of the overall
collection activity. This represéna decrease from the lastnicAssessrant’s rate of 0.37%.
Individual incidents, however, cdrave broader iplications, as frther discussed herein and in the
Section 707 Report. Based upon a review of theapliance incidents, the joint oversight team
believes that none of these incidents represemttantional atterpt to circunvent or violate the
Act, the targeting or mimization procedures, @he Attaney General’'s Aquisition Guidelines.
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(U) SECTION 1: INTRODUCTION

(U) The FISA Anendrents Act of 2008 (heinafter, “FAA”) requires the Attorney
General and the Director of National Intedlitce (DNI) to assess cpliance with certain
procedures and guidelines issued pursuant ¢tide702 of the Foreign talligence Surveillance
Act of 1978, 50 U.S.C. § 18 seq., as arended (hereinafter, “FISASr “the Act”), and to submit
such assessnts to the Foreign Intelligence Sailance Court (FISC) ancklevant congressional
comnittees at least once every sionths. As rquired by the Act, a team of oversight personnel
from the Departrant of Justices National Security Division (NSEand the Office offte Director
of National Intelligence (ODNI) have condudteonpliance reviews to assess whether the
authorities under Section 702 of FISA (herdieg “Section 702”) have been ptemented in
accordage with the aplicable pracedures andgdelines, discussed herein. This ogpsets forth
NSD and ODNI’s fourteenth joint cgohianceassessent under Section 702, covering the period
Decenber 1, 2014, thragh May 31, 2015 (heinafter, the “reporting priod”).*

(U) Section 702 requires that the Attorneyn@eal, in consultatin with the DNI, adopt
targeting and mmimization procedwgs, as well as guidelines. piimary purpose of the guidelines
is to ensure coptiance with tke limitations set forth in subseoti (b) of Section 702, which are as
follows:

An acquisition authorizednder subsection (a)—

(1) may not intentionally target any pens known at the timof acquigion to be
located in tle United Sttes;

(2) may not intentionally target a persoeasonably believed to be located outside the
United States if the purpose of such asefjon is to tageta particular, known
person reasonably believed to be in the United States;

(3) may not intentionally target a UniteBtates prso rea®nably believed to be
located outisle the United States

(4) may not intentionally acquire any mmnunication as to whicthe sender and all
intended recipients are knovat the tine of the acquision to be located in the
United Staes; and

(5) shall be conducted in aamer consitert with the burth amendrant to the
Constitutionof the Unitel States.

The Attorng General's Guidelingfor the Acquigtion of Foreign Intelligene Information Pursant

to the Foreig Intelligence Surveillace Act 0f1978, as aended (hereinafter “the Attorney
General’s Acquisition Gidelines”)were adopted by the Attorney General, in consultation with the
DNI, on August 5, 2008.

1 (U) This report accompnies the Seramual Report oflie AttorneyGeneralConcening Acquisitions undeBection
702 of the Foreign Intelligence Sunweillance Act, which was previously sulmitted on Septenber 3, 2015, asequired by
Secton 707(b)(2) of FISA, and covers the sane reporting period.
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(U) During this reporting peod, the Governent acquired forgn intelligence information
under Attorney General and DNI authorized Secii02(g) certificationghat targeted non-United
States persons reasonably believed to be locatiside the United Stat@s order to acquire
different tygs offoreign intdligenceinformation? Three agencies are prmily involved in
implementing Section 702: the National SeguAgency (NSA), the Fedal Bureau d
Investigation (FBI), andthe Cetral Intdligence Agency (CIA). An overview dfow these
agencies impleent the authority ggears in Appndix A of this assessent. The other agency
involved in implenenting Section 702 is the Natial CounterterrorisnCenter (NCTC), which has
a limited role, as réécted in the ‘Minimization Procedures Used by NCTC in connection with
Information Acquired by FBI pursuant to Section 702 of FISA, asrated.®

(U) Section Two othis Joint Assesnent povides a cormprehensive overview of oversight
measures the Goverramt enploys to ensureompliance with the targeting andmmization
procedures, as well asetiittorney General’s Aquisition Quidelines. $ction Two also briefly
discusses the July 2014 Section Report by the Privacy and Ciiiberties Oversight Board.
Section Three copiles and presdadata acqired from the joint ovesight teams compliance
reviews in order to provide irgint into the overall scope of the Section 702 progaswell as
trends in targeting, reporting, and timénimizationof United States person infoation. Section
Four describes copfiance trends. All of the spéic conpliance ine¢derts for the eporting period
have been previously described in detail im 8ection 707 Report. As with the prior Joint
Assessrants, sora of those corpliance incidents & aralyzed here toeteamine whether therera
patterns or trends thatight indicate underlying causes that cob&laddressed through additional
measures, and to asseshether th agency involved has ptemented processes to prevent
recurrences.

(V) In sumnary, the joint oversight teafinds that the agencies have continued to
implement the procedures and follow the guidelines inaamer that rdects a focused and

3 (U) Under hese limitedminimization pocedures, NCTOs not aithorized to receive unminimizedSedion 702 data.
Rather, heseprocedures reognize hat, in lightof NCTC's statutory counterterrorismrole and mission, NCTC hasbee
provided acces to cetain FBI systens containingminimized Section702 information, ard prescrile how NCTC s to
treat that information. Faxample, becaseNCTC isnot alaw enforcenent agecy, it may not receie dissermations
of Section702information that is eidenceof a crime, bu which has no foreign intelligencevaue; accodingly,
NCTC's minimizaion poceduresrequire in situations in which NCTC personnel disaover purely law enforcerrent
information with noforeignintelligercevalue in the couse of revewing minimizedforeign intelligence irformation
thatthe NCTC pernnel ether purge thatinformation (if the informaton hasbee ingesed into NCTC systens) ornot
use, retain or dissenmnate the information (if the information ha been vewed inFBI systens).

5
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concerted effort by agency personnel to pbnwith the requirerants ofSection 702 during this
reporting period. As in the prior Joint Assessits, the joint oversight teahas not found
indications in the copliance incidents that haleeen reported or othsise idenified of any
intertiond or willf ul attempts to violate or caumvent the rgquirenents ofthe Act. The nutper of
conpliance incidents reans small, particularly wien conpared with the ttal anount of targeting
and collection activity. In its ongay efforts to reduce the numbeidr future conpliance incidents,
the Goverment will continue to focus on @asires to inprove communicatias) training, and
monitoring of collection systesn as well enharcnonitoring of purge practices and systeand
withdrawal ofdissenmated repds & may be requed. Futher, the joirt oversigh teamwill also
continue to monitor agency practices to enspgg@priate rerediation steg are takn to prevet
whenever pssible, reoccurrasesof the types of copliance incidents discussed herein and in the
Section 707 Report. As appropriate, thimtldssessrant provides updates on these on-going
efforts.

(U) SECTION 2: OVERSIGHT OF THE IMPLEMENTATION OF SECTI ON 702

(U) The implenentation of Section 702 is a uiti-agency effort. As described in detail in
Appendix A, NSA and FBI each agige certainypes of data pursuant to their own Section 702
targeting procedures. 34, FBI, and CIA each handle Section 702-aogal data in accordas
with their own ninimization procedures.There are differences indlway each agey implements
its procedures resultifgom unique provisions in the proce@srthemselves, differences in how
these agncies utilize Section 76&cquired data, and efficiencifem usng preexisting systesito
implement Section 702 authoritie®ecause of these differences in practice andquure, tare
are corespanding differences in each agency’s i@ compliance prograsand in the external
NSD and ODNI oversight progran

(U) A joint oversight teanmas been assdaed to conduct complian@ssessent activities,
consisting of mmbers fromNSD, ODNI’s Civl Liberties and Privacy Office (ODNI CLPO),
ODNI’'s Office of General Counsel (ODNI OGG@nd ODNI's Office of tie Deputy Director for
Intelligence Integration/Mision Integration Division (ODNI DD/IMID). The teammembers play
conplementary roles in the review process. Tiodowing describes the ovsight adivities of the
joint oversight teamthe results of which, in ogunction with the interal oversight conducted by
the revewed agencies, provide thasis for tis Joint Assessant.

4(U) Asdiswssedheren, CIA receives Sdion 702-acquieddata fromNSA and FBI.

5 (U) The DNI released ri redacted formNSA’s, FBI's, and A’ s 2014 minimizaion grocedureson ODNI's |C on the
Record website apart of its SIGINT Intelligence Refem 2015 Anniversary Repd (hereirefter the “2015 Anniversary
Repat”). These thee set®f released mimization procedures aren the 205 Anniversary Repd’s sectio ertitled
“Strengthening Privacy ard Givil Liberies” under New Privacy Protecionsfor Information CdlecedUnder Secton
702. Ead agencies argeting andminimization procedur®are gprovedby the Attorrey Gereral ard revMewedby the
ForeignIntelligence Suveillance Gourt.
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(V) 1._Joint Oversight of NSA

(U) Under the process established byAtterney General anBirector of National
Intelligence’s certificatias, all Setion 702 targeting is initiatgoursuant to the NSA'’s targeting
procedures. Additionally, NSA is responsible émnducting post-tasking checks of all Section
702-tasked comumication facilitie§ once collection begins. NSA must alsmimize its
collection inaccordane with its mnimization pre@edures. Each of these responsibilities is detailed
in Appendix A. Given its central role in ti8ection 702 process, NSA has devoted substantial
oversight and copliance resources toanitoring itsimplementation of the Section 702 authorities.
NSA'’s internal overnght and compliance nechaisms are further described in Appendix A.

(U) NSD and ODNI’s joint oversight of NSA'implenentation of &ction 702 consists of
periodic compliance reviesy which the NSA targitg procedures requireas well & the
investigation and reporting of epific conpliance incidents. Dning this reporting period, NSD and
ODNI conducted the following onsite reviews at NSA:

Figure 1: (U) NSA Reviews

Date of Review Taskings/Minimiz ation Reviewed
February 24, 2015 Decenber 1, 2014 — January 31, 2015
May 1, 2015 February 1, 2015 — March 31, 2015
June 19, 2015 April 1, 2015 — May 31, 2015

(V) Reportdor each of these resws docunent the relevant tim period of the reviewthe
nunmber and types of communicatidercilities tasked, and the types of infaation that NSA relied
upon, as well as provide a detaigmmary of the findings for tha¢view period. These reports
have been provided todltongressnal comnittees with the Section 707 Report, as required by
Section 707(b)(1)(F) of FISA.

(U) The joint oversight review process for N&argeting begins well before the onsite
review. Prior to each revieWSA electronically sends the tasg record (known as a tasking
sheet) foreach facility tasked during the review peridol NSD and ODNI. Melpers ofthe joint
oversight teanmeview tasking sheets and theBNprepares a detailed reparf the findings, which
they shae with the ODNI nembers ofthe joint aversigh team. During this initial eview, the jant
oversight teandetemines whether the taskingestts neet the docuentation standards required by
NSA'’s targeting procedures andopide sufficien information for the relewers to asertain tte
basis for NSA'’s foreignness detamations. Fothose taskg sheets thagn their face, reet the
standards and provide sufficient infaxtion, no futher supporting documeation is requested.
The joint o\ersigtt team then idetifies the taskig sheets that did not provide sufficient inf@tion
and requests additional infoation.

6 (U) Secton 702 auhorizes he targeting of non-United States pesons reasonably believed to belocated outside he
United States. Tis targeting is effecuated bytasking communication facilities, ircluding but nat limited to telefhore
nunbers ad ekectronic communicaions acounts, to Secton 702 electronic communicaion seviceproviders A fuller
descrption of the Sedion 702targeting process nay be faindin the Appendix.

7(U) NSA'’s targeing proceduresrequire that the orsitereviews accur approxinately every two months.
7
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(U) During the onsite review, theint oversght teamexanines the citedlocunentation
underlying these ideiified taskng sheets, togethr with NSA Signals Itelligence Directorate (SID)
Oversight and Copliance personnel, NSA attorreyand other NSA personnel as required, to ask
guestions, identify issugslarify anbiguous entries, and prigke guidance on areas of potential
improvament. Interaction contiues following the onsiteeviews in the fornof electronic and
telephonic exchanges to answer sfigns and clarify issues.

(U) The joint oversight tearalso reviewNSA’s minimization of Section 702-acquired
data. NSD reviews all of serialized repomsth ODNI reviewing a sapie that NSA has
dissennated and identified as containing Secti®2-acquired United States person infation.
The teamalso reviews a sapte of seridized repots that NSAhas dissemmated and identified as
containing &ction-702 acquiredon-United States person orimation. NSD and ODNI also
review a sample of NSA dissémations to certain foreign goverremt partners rade outside of its
serialized reporting process. These digsationsconsist of infomation that NSA has evaluated
for foreign intelligence and mimized, but whichmay not have been translated intodghsh.

(U) With respect to queries of Section 702raiced content using a United States person
identifier, the joint NSD an@DNI oversight team review bapproved United States person
identifiers toensure compliance withthe mnimization procedures. For each approved identifier,
NSA also provides inforation detailing why th proposed use of the United States person
identifier would be reasonably likely to retufareign intelligence infamation, the duration for
which the United States person identifier has tséhorized to be used as a query term, and any
other relevant informtion. In addition, with rgpect to queries of Section 702-acquiresladata
using a United States person identifier, NSA®inal pocedires reqire that NSA analysts
docunent the basis for eachatadata query r to conducting the qug. NSD reviews the
docunentation for 100% of the eadata queries that NSA provides t&Dl

(U) Additionally, the jont oversght teaminvestigates and perts ircidents of
nonconpliance with the NSA targeting andmmizaion procedures, as welk with the Attorney
General Acgisition Guidelines. While sorre of these incidents ay be identified during the
reviews, nost are identified by N& analysts or by NSA'’s interna@lonpliance program. NSA is
also required to report certainents that ray not be incidents of non-complianceorfexanple,
NSA is required to report all instances in whigection 702 acquisition ctinued while a targeted
individual wes in the United States,h&ther or noNSA had ay knowledge of the target’s travel to
the United $ates® The purpose of such reporting is ttow the joirt oversight teanto assess
whether a copliance incident &s @curred and t@onfirmthat any necessary redial action is
taken. Investigations of alif these incidents saatimes result in requests for supplaemtal
information. All conpliance incidents identifiedy these investigations are reported to the

8 (U) If NSA hadno prior knowledge of the trget’s travel to the United States andponlearning ofthetarget'stravel,
immediately ‘tetaskd” (i.e. stopped cdlection acpinst) he target’s fecility, as is reqired by NSA's targgting
procedures, tenthe cdlectionwhile the target was in tie United Statesvould nat be considereda conpliance ircidert
under NSA’ s targeting procedures, altloughthe cdlectionwould generally be subpctto purge uncer the appicable
minimization procedues. The jot oversight teamcarefuly considers angwhere appopriate, olains adlitional facts
regarding ewery repated detaskng decisionto ensure tht NSA’s cdlection anddetaskng camplied with its targeting
and ninimization procedure

8
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congressnal comnittees in tke Section 707 Repoaind to the FISC through quarterly reports or
individualized notices.

(V) II._Joint Oversight of CIA

(U) As further described idetail in Appendix A, although Cl8oes not directly engage in
targeting or acquisition, it does narate potential Section 702r¢gets to NSA. Beasse CIA
nominates potential Section 702 targets to NSA jdive oversight teantonduds onsite visits at
CIA and the results of these visits are includethe binonthly NSA review reports discussed
above. CIA has established irmtal conpliance mechaniss and procedures to oversee proper
implementation of its Setion 702 authorities.

(U) The onsite reviews also focus on Clajgplication of its Section 702immization
procedures. For this repary period, NSD and ODNI condtedthe following onsite reviews at
CIA:

Figure 2: (U) CIA Reviews

Date of Visits Minimiz ation Reviewed
March 2 and 4, 2015 Decenber 1, 2014 — January 31, 2015
May 4 and 6, 2015 February 1, 2015 — March 31, 2015
June 25 and July 1, 2015 April 1, 2015 — May 31, 2015

Reports for each of theseviews have previolysbeen provided to the congressibnomnittees
with the Section 707 Report, as reguirby Section 707(b)(1)(F) of FISA.

(U) As a part of the onsite reviews, the jaawersight teanexamnes docurants related to
CIA’s retention, dissemation, andjuerying of Section 702-acquired data. The teaviews a
sanple of communications acquired under Section #@Ridentified as containing United States
person informtion that have been minired ad retained by CIA. Reviewers ensure that
communications have been properlinimized and discuss Wh personnel issues involving the
proper application of CIA’s mmimization proceduresThe teanmalso reviews all dissemations of
information acquired under Section 702 that ClArnitified as potentiallyantaining United States
person information. NSD and ODN&lso review CIA’s written forign intelligence justification
for all queries using United States person id@arsfof the content ainminimized Section 702-
acquired communications.
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(SHNFY CIA may receiv 10 ynminimized Section 702-acquired
communications. Such communications musinb@mized pursuant to CIA’s mimization
procedures as further dested in detail in Appedix A, CIA nominates
potential Section 702 targets to N

the jant oversight teanconducts onsite visits at CIA
to review CIA’s original soure documentati
the
results of tlese vigs are includd in the binonthly NSA review rgorts discussed above. CIA has
established internal complianceechanisns and pocedures to oversee propemil@mentation of its
Section 702 authorities. These processedlather described in Appendix A.

(U) In addition to the bimonthly reviews gloint oversight tearalso investigates and
reports incidents of noncgshiance with CIA’sminimization procedureshe Attorney General
Acquisition Guidelines, or other agencipsocedures in which CIA is involvett. Investigtions
are coordinated through the CIASA ProgramOffice and CIA’s Offce of General Counsel (CIA
OGC), and when necessaryaninvolve reqests fo further information, neetings with CIA legal,
analytical, and/or technical p®nnel, or the review of sate documentation. All compliance
incidens identified by these invéigations areeported to the congrassal committees in the
Section 707 Report and to the FISC throughriguly reports ormdividualized notices.

(V) 1I._Joint Oversight of FBI

(&) FBI fulfills variousroles in the implerentation of Setton 702. FirstFBI is autlorized
under the certifications to acquifereign intelligence informadn. These acquisitionsust be
conducted pursuant to FBI's Section 702 targetimg@dures. Second, FBI also provi

Pursuant to its own authoritiBl is authorize from electronic

9 (UHFOYO) Thisparayraph crried a different pation marking in prior joint assessmés (thase joint assessments
havena beenpublicly releagd) We ae mntinuing to review tre information in this paragraphto determine the proper
portion marking (in articipation of pulbicly releasirg, inredactedform, this andprior joint assessmés). In the
meantme, the pation-marking of this parayraph has beeapgaded

10

This foatnote carrieda dfferert portion marking in prior joint assessmés. As naded in footnote 9above, we
are catinuingto review the nformation in this fodnote todetermine the proper pation marking, but,in the meartime,
the potion-marking of this foatnote tas beenupgraded

L (SHNF)-Insdfar as QA nominates fadities for taskng and reviews coment that nay indicate that a target is loated
in theUnited Statesrois aUnited States grison, sone investigations of possilbe norcompliance with he NSA targting
proceadures ca also irvolve CIA. This footnae caried a different portion marking in prior joint assessmes. As noted
in footnote 9 abve, we are catinuing © review the infamation in this foanote t determine the properpartion
marking, but, in the neartime, the portion-marking of this foanate has beenupgraced

10
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communication service providers by targetiagilities that N& designates (hereinafter
“Designated Accounts”). FBI conv from the electronic
communications service provid for
procesmg in accordace with the agenciés1SC-approved rmimization procedures.

¢stnFY2 Third, |l FB! may receiv unminimized Section 702-acopeid
communications. Such communicationgstbe mnimized pursuant to FBI's Section 702

minimization procedures. Like CIA, FBI has a gess for nonmating to NSA new facilities to be
targeted pursuant to Section 702.

(V) FBI's interndcomplian@ progamand NSD and ODNI’'s oversight prograare
designed to ensure FBI's cpirance with statutory and proceduraquirenents for each of these
three roles. Each of the roles discussed alaw/@jell as FBI's internal cgoiance programare
set forth in further detail in Appendix A.

(U) NSD and ODNI gesrally conduct nonthly reviews of FBI's comliance with its
targeting procedures and bomthly reviews of FBI's comliance withits minimization procedures.
For this reporting period, onsite reviswere conducted on the following dates:

Figure 3: (U) FBI Reviews

Date of Visit Targeting and Minimiz ation Reviewed

February 25, 2015 Decenber 2014 targetim decisions

March 25, 2015 January 2015 targeting decisions and Ddmemi, 2014
through January 31, 2015jmmization decisions

April 29, 2015 February 2015 targeting ds@ns and February 1 through
March 31, 2015, mmimization decisions

May 20, 2015 March 2015 targeting decisions

June 11, 2015 April 2015 targeting decisions angAl 1 through May
31, 2015, nmimization decisions

June 24, 2015 May 2015 targeting decisions

Reports for each of theseviews have previolysbeen provided to the congressabnommittees
with the Section 707 Report, as reguirby Section 707(b)(1)(F) of FISA.

(V) In conducting the targeg review, the joirt oversigh teamreviews the targting
checklist completed by FBI analysts and superyig@rsonnel involved ithe process, together
with supporting docuentation® The joint oversight tearalso reiews a sarple of other files to

2 (IFOYO Thisparayraph carried a different pation marking in prior joint assessents. As nokd in footnote9
above, warecontinuing b review he informatim in this paragraphto determie the prope portion marking, but in
the meartime, the potion-marking of this paragraphhas beenupgraded

B (S{NF) Suppating dacument includes amongpthe things, . The joint oversight
team reviews eweryfile identified by FBI

11
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identify any other potential cgohiance issuesFBI analysts, supervisopersonnel, and attorneys
from FBI's Office of Gaeral Counsel (FBI OGQre available to answeuestions, and provide
supporting documntation. The joint oversightamprovides guidancen areas of potential
improvamnent.

(U) With respect to nrmimization, the joint oversight teameviews docurants related to
FBI's application of its Seain 702 ninimization procedures. The team reviews agarof
communications that FBI hasarked in its systns as both meting the retention standards and
containing United States personanhation. The teamalso reviewsll disseminations of
information acquired under Section 702 that FRintfied as potentiallgontaining non-publicly
available infornation concerning unconsenting itéd States person iomation. In addition,
during reviews at individual FBI¢éid offices, NSD reviews FBI's use of identifiers to query raw
FISA-acquired data, includg Section 702-acquired data.

(U) During this reporting period, NSD contied to conduct mimization reviews at FBI
field offices*in order to review the tention and dissemination decias nade by FBI field office
personnel vth respect to Section 702-acquired dafauring these field office reviesy NSD also
audits a sample of FBI personnel queriesyistens that contain unmimized Section 702
collection. As detailed in the attachnts tothe Attorney @neral’s Section 707 Report, NSD
conducted nmimization reviews at 13 FBI fiel offices between December 1, 2014, and May 31,
2015, and review involving Section 702-tasked facilities. These reviews are further
discussed in Section IV below.

(S/INF) Separately, in order to evaluate BBI's
acquisitior ||| 2nd provision , the joint
oversight teantonducts an annual process revigith FBI’s technical personnel to ensure that
these activities coply with applicable miimization procedures. Thead recent annual process
review occurred on May 12, 2015. That review resdalo issues with the process used by FBI's

(SHNF)® As further described in detail Appendi

established internal complianceechanisns and pocedures to oversee propemilementation of its
Section 702 authorities. These processesuather described in Appendix A.

14 (U) ODNI isable tojoin NSD at ssubsebf reviews onducted m FBI field offices ouside tle Washindon, D.C.,
area. ODNI receiwes writtensumnaries from NSD regrdng all reviews.

BIHFOYO Thisparayraph carried a different pation marking in prior joint assessents. As nokd in footnote9

above, waarecontinuing b review he informatim in this paragraphto determie the prope portion marking, but in
the meartime, the potion-marking of this paragraphhas beenupgraded

12
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(U) The joint oversight tearalso investigates potential ideints of noncopliance with the
FBI targeting and mmimization proedures, the Attorney General’'s dwisition Guidelines, or other
agencies’ procedures in which FBI is involVédThese investigatiorare coordinated with FBI
OGC and may involve requests forther information, meetings withFBI legal, analytical, and/or
technical personnel, or review of source doeuntation. All corpliance incidents identified by
these investigations are reported te dongresenal comnittees in the Section 707 Report and to
the FISC through quarterly repous individualized notices.

(V) V. Joint Oversight of NCTC

(U) As noted above, NCTC is also involvednmplementing Section 7023Jbeit in a limited
role, as rdiected in the Minimization Procedugs Used by NCTC in connection with Infaation
Acquired by the FBI pursuant to Section 70F8A, as aranded.” Under these lirted
minimization procedures, NCTC it authorized to receive mninimized Section 702 data but
NCTC has been proved access to certain FBystens containing rmimized Section 702
information. As part of the joint oversight NICTC to ensure copliance with these procedures,
on May 22, 2014, NSD and ODNI conducted a revieMGTC’s access, receipt, and processing of
Section 702 inforration received from FBI. Téreport of this reviewwhich concluded that
NCTC'’s systera and process cgtied with theNCTC’s Setion 702 minimization procedures, has
previously been provided to the congressionahmiitees with the Section07 Report, as required
by Section 707(41)(F) of FISA.

(V) V. Interagency/Programmatic Oversight

(U) Because the iplementation and oversiglof the Governrant’s Section 702 ahorities
are a nolti-agency effort, investigatios of particlar conpliance incidents ray involve nore than
one agency. The resolution of particular gdiance incidents can providessons learned for all
agencies. Robust communication among the agenaieguged for each to effectively prement
its auhoiities, gatherdreign irtelligence, andomply with all legarequrenents. For these
reasons, NB and ODNI conduct twice amthly telephor calls and quarterly e@tings (in addition
to ad hoc calls and eetings on specific topics aseded) with represtatives fronall agences
implementing Section 702 authorities to diss@nd resolve interagency issues affecting
conpliance with the w&tute and agjrable procedures.

(U) NSD and ODNI’s programatic oversight alsanvolves efforts to proactively mimize
the nunier of incidents of noncoptiance. For eanple, NSD and ODNI have required agencies to
denonstrate to the joint oversight tearav or substantially revised systasnmvolved in Section
702 targeting or mmimization prig to implementation. NSD and ODNI personnel also continue to
work with the agencies to review, dnvhere apmpriate seek wdificationsof, their targeting and
minimization procedues in an effort to enhancéhe Government’s dlection of foreign intdligene
information, civil liberties protections, and cpirance. As discussed below, beginning in this
reporting period, the Goverremt proposed mdifications to the agemes’ targeting and

6 (U) Insdar as FBInominates facilities fo tasking andreviews cotent thatmay indicate tlat a targt islocatedin the
United State®r is aUnited States rson some iwvestigations of possble noncompliance withthe NSA targeting
proceadures ca also nvolve FBI.

13
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minimization procedures, as well as to sxeated irternd guidancepased on recommendations
made by the Privacy and Civil Liberties Oversight Board.

(V) VI._Training

(U) In addition to specific instructions torgennel directly involvedh certain incidents of
nonconpliance discussed in Section 4, the agesiaind the joint oversight tedmve also
continued their training efforts to ensuramg@iance with tte targeing ard minimization
procedures. NSA continued to aidhister the copliance traning couseimplemented in the por
reporting period. All MBA personnel are required tmnplete this course on an annual basis in
order to gin access to raw Sectiol®Z acqusitions. Additionally, NSA continuedrpviding
training on a rore informal and ad hoc basis by issuing training ineskers toanalysts concerning
new or updated guidance tamtain conpliance wth the Section 702 procedures. Al8lso began
designing new training remders in Novenber 2015 (which, althougbutside this Joint
Assessrant’s reporting period, is inatled herein for context) on amernal agency @absite where
personnel could obtain infanation about specific types okStion 702-related issues and
conpliance natters. CIA continues to provide reguRISA trainng at leastwice a ear to all of
the attorneys it ebreds with CIA operational personnd@ldditionally, CIA has a trening program
that provides hands-on experenwith handling and mimizing Section 702-acquired data.
During this reporting period, CIA cemtiized its FISA training tprovide greater consistency and
added a prograrnhat provides greater depth the Section 702 nomation process. FBI has
similarly continued inplementing its onlie training programs regarding normations,
minimization, and other requiraants. Comletion of these FBI online training prograis
required of all FBI personnellvo request access to Section 702 infation. NSD and FBI have
also conducted in-persarainings at multiple FBfield offices. For example, during this current
reporting period, NSD and FBI provided additiof@used training at#l field offices on the
Section 702 imimization procedures, includirtge attorney-client privileged communication
provisions of FBI's nmimization procedure¥.

(U) VII._Privacy and Civil Liber ties Owersight Board

(U) In July 2014, the Privacy and Civil Likiees Oversight Bard (PCLOB or Board)
issued a remrt on the Section 702negramentitled, “Report on the Surveillance Pragn Operated
Pursuant to Section 702 of the Foreign lligence Surveillance Act” (PCLOB’s Sgon 702
Report). According to paged the PCLOB’s Section 702eRort:

The Sectio 702 programis extrenely complex, involving rdltiple agencies,
collecting multiple types of infomation, formultiple purpogs Overall, tle Board has
found that the informtion the prograntollects has been valuable and effective in
protecting the nation’s security and proohgc useful foreignintelligence. The
programhasoperated under a statute theds publicly debated, and the text of the
statute outlines the basic structure of fprogram Operation of the Section 702

17 (U) This gedfic training began béore and continud after the current regporting periodof Decenber2014— May
2015

14
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programhas been subject todicial oversight and extengvnternal supervision, and
the Board has found no evidence of intentional abuse.

The Board has found that certain aspesftgshe program’s implementation raise
privacy concerns. These include the scopb@incidental collection of U.S. persons’
communications and the use of queriesdarch the inforation collected under the
programfor the commnications of specifit).S. persons. The Board offers a series

of policy recommendations to strengthen privacy safeguards and to address these
concerns.

(U) The Governrent made revisions tthe relevant 2015 targety and ninimization
procedures in response to the PCLOB’s recomdagons. Subsequently, the FISC, after the
appointnent of an anicus curiae, found thahose revised procedures complied with Section 702
and were cosistentwith the regirements of theFourth Anendment in an opiniot® Because the
continuation and coptetion of the Gvernnent’s efforts to address the PCLOB’s recommendations
occurred outside th Jant Assessrant’s reportig period, these efforts will be adkb®d in the mext
appropriate Joint Assgsent(s).

(U) SECTION 3: TRENDS IN SECTION 702
TARGETING AND M INIMI ZATION

(U) In conducting the above-described oigitsprogram NSD, ODN| and the agencies
have collected a substantial anmt of data regandg the inplementation of Section 702. In this
section, a comprehensive collection of this datablegn comiled in order toidentify overall trends
in the agncies targting, minimization, and comliance.

(U) 1._Trends in NSA Targetingand Minimization

(U) NSA provides to thgpint overdght teamhe average appximate number ofacilities
that were uder collectim on any gien day durig the repding period. Because the actual niver
of facilities tasked reains clasgied?® the figure charting the average number of facilities under
collection is clagsied as well. Since the inception of the prograine total nurher of facilities

18 (SINF) These pocedures were filed with the FISCaspart of the 2015 Certifications renewalapgication, which the
FISCapprovedon Novenber 6, 215 The CDNI plansto publicly post the Cou’s opinion, in redacted fom, on its
website IC On The Recad.

9(U) The provided nunber of facilities an averag@ subgct b acqiisition during the reporting period remairs classified
and isdifferentfrom the unclasified eimated nurber oftargets affected by Secton 7@ releasedn June 262014, by
ODNI in its 2013 Trarsparency Reprt: Statistical Tranparency Reort Regardirg Use ofNational Secuity Authorities
(hereater the 2013 Trarsparercy Repat). Siubsequently, on April 22, 2015 ODNI releasedts 2014 Transpaency
Report: Statistcal Transprency Reprt Regardng Use of National Secuity Authorities (hereafter tie 2QL4
TranspaencyReport). Tle dassifednumbers estimate thnunber offacilities subject toSection702 acquisition,
whereas he unclassifiechunmber providé in both he 2013and 204 Trans@rercy Reforts estim#e the nurber of
Section 702 targets. As notal in both theTrangparency Reports, he “number of 702 ‘targetsreflectsan etimate ofthe
number of known usersof particular facilities sulgct tointelligence ctiection under those Certificatins.”
Furthermore, the classifienunbers offacilities account for theumber of facilities subject to Sectiafd2 aquisition
during the current six month reporting period (June 1, 2014— November 30, 2014), whereasthe Transpaercy Reports
estmate the number o targets affeced by Section 702 during the calendar year (e.g. 2013 and 2014).

15
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under collection during each repiog period has steadily increaseath the exception of two
reporting periods that experced minor decreas.

Figure 4: {FSHSHNF- Average Number of Rcilities Under Collection

FSHSHNF) More specifically, NSA ports thaton average, approxetely
facilities were under collecti
day during the reporting period.his represents a 9.3% incseafrom
facilities urder collet¢ion on any given day in the last repog period

on any given

(U) The alove statiics describe th average maber of facilitiesunder collection at any
given time during the reporting period. The totalmber ofnewly tasled facilities duing the
reporting period provides another usefudtriv.?° Classified Figure 5 charts the totabmthly

20(U) The termnewly tasled facilities referso ary facility that wes adled to cdlection under a certification. This
termincludes any facility adedto cdlection pursuant to the Sectior702 targeting procedures; sane of these swly
tasled facilities arettereforefacilities trat hadoeen preioudy taskedfor callection, were detasked, amnl nov have been
retaskel.

=
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numbers of newly tasked facilities since coliectpursuant to Section 702 began ap&nber
200871

Figure 5: (FSHSHNF) NewTaskings by Month (Yearly Average for 2008 through
November 2014)

%HSWNF) Specifically, NSA praded dowmentation ol new taskings during the
taski i ]

(FSHSHNF)- NSA tasked an aveejjjjJj telephony facilities eachanth in 2014
During the first five nonths of 2015, NSA has tasked an averaffjjjjjfj telephony facilities. This
represents increase in th average wnthly telephonyacilities in the frst five nonths of

2015 conpared to 2014.

FSHSHNF) As a yearaer-year measire, the average nurber of electroic
communication accounts tasked b$ANincreased tftough 2013, but decreased slightly in 2014.

21 (U) For 2008and 200, the clart includes taskngsunder the last Protect America Act @07 (PAA) certification,
Certification 08-01 whichwas na refdaced ly aSection 702(ycertification until early April 2009.
17
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Specifically, NSA tasked an averag)f- ekctronc communications accounts eachnth in

2014 decreaserbm the average nuber of taskings in 2013). However, NSA tasked an
average electraic communication acamtsduring the first five ronths of 201
increase from 2014’s monthly average increaserom 2013’s monthly average). NSA
advises that the decrease in 2014 atdsast partiall

(U) With respect to nmimization, NSA identified to the joint oversight tedhe number of
serialized reports NSA generated based uponmized Section 702- or Btect Anerica Act
(PAA)-acqured data, ath provided NSD and DNI access to all reports NSA identified as
containing United States personamhation. Figure 6 contains theaskified nurber of serialized
reports and reports identified esntaining United States persmfiormation over the last seven
reporting periods. NSD and ODNI’s review reveatedt the United States person infation was
at least initily masked in the vashajoiity of circumstance$ The nunber of serialized reports
NSA has identified as containing lted States person informationshalso increased, but generally
at a lower rate than the overadtrease in reporting. As agdt, the percentage of reports
containing United States personarmhation in thisreporting period is the lovet it has been in the
last eight reporting periods.

22 (U) NSA generally “masks” Uhited Sttesperson information byreplacing the nane or othe identifying information
of the United Sates persnwith ageneic term such asUnited States peon#1.” Agencies nay requet that N
“unmask theUnited Statepersonidentity. Prior to sich unmasking, NSA must dtermine that he United States
person’s idatity is necessg to understad theforeign intelligence mformation.

18
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Figure 6: (FS/NF) Total Disseminated NSA Serialied Rgorts Based Upon Section 702- or
PAA-Acquired Data and Number of Such Repds NSA ldentified as Containing USP
Informatio n

(FSHSHINF)- Specifically, in this reportg period NSA identified to NSD and OD
serialized reports based upommized Section 702- or Protect Amca Act (PAA)-acquired data.
This represents a 3.1% increase fro suchserialized reports NSA identified in the prior
reporting period. Figure 6 reflects NSA reporting over list eighrepating periods; the fact tha
reporting based on Section 702 or PAA-acquired oteti@@ased is consistewith prior reporting
periods.

(FSHSHINF)-Figure 6 &so shows the nuber ofthese sedlized repots that NSA identified
as containing United States person infation. During this reporting period, NSA identifi-
serialized reports as containikipited States person infoation derivedifom Section 702- or
PAA-acquired datd® The percentage of reports contamiUnited States person infoation was

Z(CGHNF) NSA doesnat mantain recads that allev it to readly determine, in the casef a reprt that includes
information fom several sorces, fom which urce areferenceto aU.S. peson was deived. Accordingly, the
refererces toU.S. prsonidentitiesmay have resuted from collection pursuant to Secton 7@ orfrom other auhorized
sigrels intelligence activity cooductedby NSA that wes reprted incorjunction with information acqured una
Sectbn 702. Thusthe nunmber provided aboe is asessed tdikely beover-inclusive NSA has peviously povided
this expanation in its Annal Review pusuart to Section702(1)(3) that § providedto Congress.

19
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slightly lower this reporting paod (9.7%), than the 9.8% reped in the two prior reporting
periods.

(U) 1l._Trends in FBI Targeting

(U) Under Section 70SA designates and sulis facilities toFBI for acquigion of
communications froncertain facilities that hae been previouslypproved for Section 702
acquisition under the 8A targeting procedures. FRpplies its own targeting procedures with
regard to these designated accoulBI reports to the joint ovegint team the speaif nunber of
facilities designated by NSA and the roen of NSA designated-facilities that FBI approvédAs
detailed below, the number of facilities desigubfor acquisition has increased from the past
reporting period, which is consistent wittetgeneral trend in prior reporting pericds.

(V) As classified Figure 7 detailsBFapproves the vast gority of NSA’s designated
facilities and this peentage has been consistently higime high level of approval can be
attributed to the fact thatéiNSA-designated facilities haveeddy been evaluated and found to
meet NSA'’s targeting proceduresBIFmay not approve NSA'’s request for acquisition of a
designated facility for seeral reasos, includng withdrawalof the request becagishe potential
data to ke acquired is no longer of foreignteiligence inerest, or because FBI has uncovered
information causing NSA and/or FBI to question wiegtthe user or users of the facility are non-
United Staes persons loated otside the United Stas. Hisoricdly, the joint owergght teamnotes
that for those accounts not approved by FBI, only allsportior?® were rejected on the basisth
they were ineligible foSection 702 collection.

(U) Between 2009 and Decbrr 2014, theearly average of designated facilities
approved by FBI steadily increased. Between January and May 20b&iber of designated
facilities approved by FBéach month has varied. NSD and ODNI V& continued to track the
nunber of facilities appoved by FBI in 2015 ahwill incorporate this information into future Join
Assessmants.




Figure 7:

(TS//SI/INF) Specifically, FBI reports thAlSA designate accots
during tre reporting priod — an average designated accounts per
month. This is increase from thijfffj accounts dsignated in the prior simonth
reporting period. Of the electronic cormmcatons accounts for whi Section 7@
collection during the reporting period, appnmgiely

(TS/ISI/INF) FBI approve




(U) As indicated in the prior dat Assessrant, the Government was previously able to
provide figures regarding the niner of reports FBI had identifieds catainng mnimized Section
702-acquired United States person infiation. Havever, in 2013, FBI transitioned much of its
dissenmnation of Section 702-acqudenformation fromFBIl Headquarters to FBI field offices.
NSD conducts oversight reviewsFBl field offices each yeagnd during those reviews, NSD
reviews a sample of the Section 702 digsetionsissued bythe respctive field office. Because
every field office is not reviewed every sibomths, NSD no longer has comprehensive lnens on
the nunier of dissenmations of Section 702-acquit&nited States person infoation mede by
FBI. FBI does, however, report cparable infemation on an annual basis to Congress and the
FISC pursuant to 50 U.S.C. 8§ 1881a(l)(3)(i).

(U) 1ll._Trends in CIA Minimiz ation

(U) CIA only identifies for NSD an@®DNI disseninations of Section 702 data containing
United States person mrimation. Classified Figure 8 cqites the nurber of such dissemations
of reports containing United States person inforaraidentifed in the lat eight reporting periods
(June-November 2011 through the current periodeddémber-May 2015). In tharkt six reporting
periods, the nutver of ClA-idertified dissenmations containindgJnited Sates person inforation,
while always low, decreased. In the prieporting periods, the numer of ClA-identified
dissenmnations containing United &es person infonation, while stil low, increased.In the last
reporting period, the number GiA-identified dissermations ontaining United States person
information again slightly decreased.
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Figure 8: {(S#NF) Diseminations Identified by CIA as Containing Minimized Section
702-Acquired United States Person Informabn (Excluding Certain Disseminations to
NCTC)

(S#NF) During this reporting perio@€IA identified. dissenmations of Section 702-
acquired data containingimmizedUnited States person orimation. This is decrease
such dissemations CIA nade in the pior reporting period.
and as reported in prior Joint #essrants, CIA also permits sapersonnel with

NSD and ODNI, however, review
containing Seton 702-acquired data that Chas identified as potentially
containing United States personarnfation toensure comliance with CIA’'s mnimization
procedures.

(U) CIA als tracks the nulver of files itspersonnel determe are appropriate for broader
access and longer-tenmratention. CIA’s nnimization procedires nust be applied to these files
before they are retained or tsd@rred to systeswith broader accegs.Classified Figure 9 details
the tdal number offiles that wee either etanedor trarsferred, as well athe nurber ofthose

27 (S/INF)

n making theseetention decisionsCIA personnelare requiredto identfy anyfiles
potentially containingUnited Staes pesoninformation.

23
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retdned or transérred fles that cortain iderified United Stées peson irformation?® Beginning in
the mddle of the previous reporting period,ACbbegan reporting the nuwer of files CIA
transferred to systesrwith brader access, stead of the number of filestaired in sgtens of
limited access, as thember of tarsferred files provides a more acate portrayal of CIA’s use of
Section 702-acquired inforation. This currenassessent reports the tal nunber of files CIA
transferred fronDecember 2014 through May 2015.r Feference, hoewer, tle nunber of files
retaned from prior assesnent perials is also displayed in the Figure bel&win all reporting
periods, the nubver of retainedr transerred fles idenified by CIA as potentially containing

United States person mrimation has been consistBna vay small perentage othe totd number
of retained otrarsferredfiles.

28 (U) Asreported inthe eleenth Joint Assesment (Octobe 2014, CIA determined in Septenber 014 that
charactrizaions n prior asessnents of the numberof files having been“tranderred” was not themost appropriate
termas sore files hal been réainedfor longtermreterion but ha not bea transferred to systens ofbroader access.
Conseuenty, the rumbersof files for which CIA had made a regntion dedsion werere-characerized ashaving been
“retained.” Beauselte terms transfeed and retaine attempt to describe the same ahorizedactions uder AA’s
Minimization Procedures, this Jont Assesgnent just refers to retention decisions.
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Figure 9: (S#NF)-Total CIA Files Retained or Transferred and Total CIA Files that were
Retained or Transferred Files Which ContainedPotentia United States Personhformation

(S/INF) For this reporting period, CIA analystanserre

of which were identified by CIA as caihing a communication witpotertial United Sates

person inbrmation. This is inease in the maber of files transferred, when compared te th
previous reporting period w

which contained potential Unitedebes person infonation.

of
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(U) SECTION 4: COMPLIANCE ASSESSVIENT — FINDINGS

(U) The joint oversight tearfiinds that dung this reporting pead, the agencies have
continued to implemnt the procedures and followetguidelines in a amner that rdéects a focused
and concerted effort by agency personnel topdg with the requirerants of Section 702. The
personnel involved in impleemtingthe authorities are appropriatalirecting their efforts at non-
United States persons reasonablydyedd to ke located otside the United States for the purpo§e o
acquiring foreign intelligence inforation. Procsses have been put in place to implement these
authorities and to ipose iternal cantrols for compliance and verification purposes.

(U) The caonpliance iidents dung the reporting period represst a very srall percentage
of the overall collection activity. Based upon giev of the reported compliance incidents, the
joint overgght team does not believe that th@sadents repesent an intentional attgt to
circumvent or violate the predures required by the Act.

(U) As noted in prior repdts, in the cooperative envirommt the implementing agencies
have established, an action by one agency can resuitincident of nommmpliance with another
agency’s pocedures. It is also ijportart to note that a single ingent can have broader
implications.

(U) Each ofthe conpliance incidentsdr this current reporting period ardescribed in detalil
in the corresponding Section 7Beport. The Joint Assessm provides NSD and ODNI’s
analyss of those cormpliance inciderd in an effortto identify existing patterns or trends thagint
identify the underlying causes of those inciderifibe joint oversight team then considers whether
and how those underlying causes could be adddethrough additional meedial or proactive
measures and assesses whether the agency idvwdgempleranted appropriate procedures to
prevent rectrences. Th joirt oversght team catinues to asist in the development of such
measures, soeof which are detailed below, especially asattans to irvestigating whether
additional and/or new systeautonation may assist in preventing cgoliance incidents.

(V) 1._Compliance Incidents — General

(U) A. Statistical Data Relding To Compliance Incidents

(SHNF) As noted in the Section 707 Reptitere were a total . compliance incidents
that involved noncompliance with % targetingor minimization procedures an. compliance
incidents involving noncopliance with FBI's targéng and ninimization praedues; for a tdal of
. incidents involving NSAand/or FBI procedure¥. During this reporting period, there was one
identified incident of noncopliance with CA’s minimization procedures, a identified
instances of noncoptiance by an electronic comumication service providassued a directive
pursuant to Section 702(h) of FISA.

30 (U) Asis dscussedn the Section 707 repart and herein, some comiiance incicents involve more thanone element
of thelntelligence @mmurity. Incidents have thereforebeengrouped not by the ageiy “at fault,” but instead g the
setof procedires wth which acionshavebeennoncompliant.
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(U) The following table puts these cpliance incidents in the conteaf the averag
number of facilities sufectto acquisition on any given d&yduring the reporting period:

Figure 10:—FSHSHINE Compliance Incident Rate

Conmpliance incidents during repamyy period (Deceter 1, 2014 — May 31, .
2015) i
Number of facilities on average sjgtt to acquisition during the reporting |
period?

Conmpliance incident rate: nuper ofincidents divided by average facilities 0.35%
subject to acquisition

(U) The caonpliance iident rae continues to ream low, well below one percent. The
conpliance incident rate of 0.35% representsghsidecrease frorthe 0.37% compliance incident
rate in the prior reporting periodAs discussed in the prior JoiAssessrant, the nurber of delays
in notification ofthe joint overght teamdecreased substantiall The nurbber of notification
delays continued to fall duringithreporting period. If the notifation delays incidents are not
included in the calculatig the overall comliance ircident rate for this reporting period is actually
0.32% as compared with 0.34% for the prior péri This infornation is explained below and
detailed in kgure 11 below.

(U) While the incicent rate emains low, thigoercentage in and of itself does not provide a
full measure of copliance in tle pragram A single incident, for exaple, may have broad
ramifications and may involve nultiple facilities. Other incignts, such agotification delays
(describeddrther below may occur with frequecy, but have lirted significance withrespect to
United States person mrimation33

Generadl’ s Sectim 707report providesfurther cetails with respct to ay particular incident.

32 (U) Asdetiled in the footnote atove, he provided number of facilities on average sibject toacqusition duringthe
current six month (which covers part of 2015) repating period remeins clasdied and is different from the calendar
year of the untassifiedestimated nutver of targets affectedoy Section702 releasedy ODNI in its puldic 2013 and
2014 Transpaency Reports.

33 (U) The Jant Assessrart has tradtionally comparedthe number of compliance incidents tothe number of average
taslked facilities. Usinghe number of average facilities subject b acqusition as thedenominator provides a gneral
proxy for an activty level that is relewant from a canpliance perspective. That is, hejoint oversigtt tean believes that
the number of targetedfacilities gnerally conports with the number of activties that codd resut in conpliance
incidens (e.g. taskings,detaskings,disseninaions, ard queries). Tracking thisrateover conseuative years allowone
to discen general trerdsas b how the Sedton 702 programis functioning overall from a conpliance sandoint.
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(U) The joint overigght teamassesses thatather neasure of substéve conpliance with
the applicable targeting andmmization pocedires is to compare the copliance incident rate
excluding these notification dgis. The 6llowing Figure 11shows this adjustedtea

Figure 11: (U) Compliance Incident Rate (as the nurper of incidents divided by the
number of average faditie s taked), Not including Notification Delays

1.00%

0.80%

0.60%

o 034% 0329
0.25% —
L, 019%  0.21% 020% o100 %24%
0.20% | 0% 0.15% ]
0.00% = ‘ I ‘ ‘ l = B N .
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Joint Assessment Period

(U) As Figure 11 deonstrates, the adjustedropliane inadent rde cdculated witlout the
notification delays is 0.%%, which is sligtly below what was reported the prior reporting period
and still well below 1%. The jointversiglt team assesses that the consistently l@mpliance
incidert rate of less than 1% is a rdsof training, internal processes diggned to idetify and
remediate ptential conpliance isses, and a adinued focus by internal and external oversight
personnel to ensure c@imnce wth the applicable tgeting and rimimization procedures.

(U) B. Categories b Compliance Incidents

(U) Most ofthe conpliance incidents ccurring during the repting period involved non-
comgiance with the NSA'’s targang or mnimization poceadures. This lardg reflects tle
centrality of NSA'’s targeting andimimization effats in the Government’s implemertation of the
Section 702 authority. le conpliance inciderg involving NSA’s targeting or nmimization
procedures have generally fallierio the bllowing categoies
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e (U) Tasking Issues. This category involves incidentghere mnconpliance with tle
targeting procedures resultedan eror in the intial tasking of the facility.

e (U) Detasking Issues. This category involves incidesin which the facility was
properly taged in accadance with the tgeting procedures, but emoin the
detasking of the facilitgaused noncopliance withthe targeting procedures.

e (U) Notification Delays. The categey involves incidents in which a facility was
properly taked in accedance with the t@eting proceduredyut a notification
requirenent contained in the targetirprocedures was not satisfied.

e (U) Documentation Issues. This category involves incidents where the
deternination to taget a &cility wasnot properly documnted as required by the
targeting procedure$.

e (U) Overcollection. This category involves incidés in which NSA'’s collection
systens, in the process @ttenpting to acquire the communications of properly
tasked facilities, alsocguired data regarding untasked facilities, resulting in
“overcollection.” There were no instanaafsovercollection irthis reporting period.

e (U) Minimization Issues. This category involves NSA’s compliance with its
minimization procedures.

e (U) Other Issues. This categry involves ircidents tha do rot fall into one ofthe
six above categories.

In sone instances, an incidentayninvolve more than one category of noncplilance.

(U) These categories are helpful for purposes of reporting and understanding the
conpliance incidets. Because the actual niber of inciderts renains classified, Figre 12A
depicts the prcenage of comliance incidets ineach category that occad during this reporting
period, whereas Figure 12B provides that aktlassified nurber of incidents.

34 (U) Asdesciibed in the Sectim 707 Repot, na all documentation errors aregarately enumerateasconpliance
incidens.
29
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Figure 12A: (U) Percentage Breakdow of Compliance Incidents Involving the NSA
Targeting and Minimization Procedures

Decemberl, 2014 -May 31, 2015
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Figure 12B: (SH#NF) Number of Compliance hcidents Involving the NSA Targeting
and Minimization Procedures
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(U) As Figures 12A and B dmnstrate, the portion of notificatiordelays, which used to
constitute tle predonmant shae of incidents, has been std#tially reduced. Tasking and
detasking incidents oftanvolve mae substantive copliance ircidents insofar as they can (but do
not always) involve collection invaing a facility used by a United &es person an individual
located in tle United States. Futmore, minimization pr@edures compliance incidents areoads
focus of the joint ogrsight team because thesypes of incidents ay involve information
concerning United States persons.

(S/INF) More specificallythe nunber of tasking incidents increa
detasking incidentdecrease ; minimization incidents
decrease ; docunentation incidents increa
and “other” category incidents increa . The number of notification
delays increas . Additiorelly, there were noercollection incidens in
the current reporting period, whergagre was one in the prior period.

(U) The following chart, Figure 13, depicts tt@mpliance incident rates, as qoaned to
the aveage fcilities on task,dr taking anddetasking incidents ovéne previous reporting
periods. While these tasking adetasking incidents are groupedaisingle chart for a cgparison,
the tasking and detasing incidents & not relational to each othée. an increas or cecreae in tle
rate of tasking incidents does mes$ut in an ingease or dcrease in the detasking ideint rae.

Figure 13: (U) Tasking and Detasking Ircident Compliance Rates
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(U) Over the tine periods covered in the abosteart, the taskingral detasking incident
conpliance rate has varied by fractions of a peraggtaoint as copared to the asrage size of
collection. Tasking erms cover avariety of incidents, rangg fromthe tasking of an account that
the Governrent should have known was used by a Uhi#ates person or andividual located in
the United States to tygoaphical errors in #hinitial tasking of the acamt that affect no United
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States persons or persons located in the Unitagig<sSt On the other hand, detasking errarsem
often involve a facility used by a United Statesspe or an individual lodad in the United States,
who may or may not have been the targeted u¥eilhe percentage of cqiilance incidents
involving such detasking incidertgs remained consistently low®

(U) With respect to FBI'sargeting and mmimization procedures, incidents of non-
conpliance with the FBI targeting proceduresamased from the rate 6f03% in the prior
reporting period to the rate of 0.0li#the current reporting period. The total nurber of
identified minimiation errors also reans low3® The joint wersigt team assesses that FBI's
overall compliance with its targeting andmmization procedures is a reswf FBI's training and
the processes it has designeeffectuate its procedures.

(SHNFY® Furthernore, there was one incidemiring this reporting péod that involved
CIA’s minimization procedures, which representiearease frorthe- incidents that occurred
during the previous reporting ped for CIA. The joint overgiht team assesses thaAG
conpliance is a result of its training, systeand processes that werepl@amented when the
Section 702 programwas developedo ensure compliance with itsimimization procedures, and the
work of its internal oversight team

(SHNFYO Finally, there vere- incidents ofnon-conpliance caused by errorsade by a
communications service providertims reporting period, which represents an increase fham
single incident reported in theipr reporting period. The joint oveggit teamassesses that the low
numker of errors by the communitans service providers is thesudt of continuous efforts by the
Governnent and providers to ensutkat lawtil intercept sysens effectively conply with the law
while protecting the privacy dhe providers’ custoers.

36 (U) NSD ard ODNI nate that the almve incidentrates fluctuate by hundredths of apercentagepoint. Any peceived
significantfluctuation is due o the scad of the grgph (.0®% to .25%). If, for example, the chiiusel a0% t01% sca
to show fluctuatians, the clart would stow two virtually flat lines huging the bdtom. NSD ard ODNI do nd believe
that any of dferent ncident rates are atistically significant, and notédt the ircident rate is consisterly quite low.

37

3 (UHFOUYO) This paragrgph arried a different pation marking in prior joint assessens. As notd in footnote9
above, waarecontinuing b review he informatim in this paragraphto determie the prope portion marking, but, in
the meartime, the potion-marking of this paragraphhas beenupgraded

40 (UHFOUO) This parayraph crried a different pation marking in prior joint assessent. As noed in footnote9
above, wearecontinuing b review he informatim in this paragraphto determie the prope portion marking, but, in
the meartime, the potion-marking of this paragraphhas beenupgraded

32

FOP-SEERET/SIHNOFORN



FOP-SEERET/SIHNOFORN

(V) 1l._Review of Compliance Incidents — NSA Targeting and Minimiation
Procedures

(U) As withthe pror Jant Assessrant, thisJoint Assessent takes a broad approach and
discusses the trends, patterns, and underlyinggesanfghe comliance incidents repted in the
Section 707 Report. The Joint Assesestiprimarily focuses on incidents involving®&\’s
targeting and mmimization procdures, the volumand naturef which are beer-suted to
detecting such patterns and trend$e Tollowingsubsections exanme incidents of non-copiance
involving NSA's targeting and rimimization procedwes. Most of these amdents did not involve
United States persons, and instead involvetierssuch as typographical or other tasking errors,
detasking delays with respectfaxilities used by non-United Statesrsons who ay have entered
the United $ates, or notification delays. Senmcidents during this reporting period did, however,
involve United States persons. UditStates persons were parnly impacted by: (1) tasking errors
that led to tle taskng of facilities wsed by UnitedStates prsans; (2) celays in detaskig facilities
after NSA deternmed that the user of thadility was a United Stas person; and (3) non-
conpliance with the NSA’s nmimization pocedures involving thanintentional inproper
dissenmnation, retention, or quenyg of Section 702 inforation.

(V) In the subsections that follow, thisinAssessrant exarmes some of the underlying
causes of incidents of non-compice focusing on incidents thatveathe greatest potential to
impact United States persons’ privacy interestsiathat those incidents representiaanity of
the overall incidents. Differetypes of comranication issuesgg., technical and system errors)
are detailed and discussed befBwThe joint oversight tearndieves that analyzing the trends of
these incidents, especially in regards to their cgusap the agencies focus resources, avoid future
incidents, and iprove overall compliance.

(U) A. Reverse Targeting

(U) One of NSA'’s tasking errdt&énvolved the tasking of a fdity that was used by a non-
United States person located outside the UnitateS that was detemed to involve reverse
targeting. Rverse targting occurs Wwen NSAtasks a comuomication fcility used by a non-United
States prso reasonaly located outisle theUnited States for the purpose of acquiring the
communications of a United States person pe@on located in the United States. Reverse
targeting is barred by statutedANSA policy and the prevention mdverse targeting is a key
conponent of both the internal and extairneview of the Section 702 program

(SHNF) Among other things, Section 702 regsiitiee Attorney Genekan consultation
with the DNI, to adopguidelines to ensure cgphiance with Section 702'&argeting restrictions.
The Attorng General’s Guidelinefor the Acquigtion of Foreign Intelligene Information Pursant

to the Foreig Intelligence Surveillace Act of 1987as Amended statjij G

41 (U) As with the prior Joint Assessmant, this Assessemt analyzeshe unddying cawses of canpliance ircidents
while simultaneously evaluatig how ay conpliance trendsnay potentially inpact United Statgsersonprivacy
interests.
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guidelines prohibit reverse targetingeither persons located insittee Lhited Statestegardess @
their nationality, or United Statesngens, regardless of their location.

(V) In this incident, the #&orney General authorized thergding of the Lhited States
person pursuant to Section 705(b) of FISA. Thigerse targeting incidke resulted froman NSA
analyst nisunderstanidg the reerse targeting phibition ard not because an NSA analyst
intentionally atterpted to volate Section 702 or NSA poliéy. Despite the msunderstanding of
law that cased this cuent inddent, the jint oversigh team assesses thiae exreme rarity of
reverse targeting incigés denonstrates the success of AIS training eforts on this issue.

(U) B. Intra- and Inter-Agency Communicatians

(U) Section 702 copliance requires good namunication and coordination within and
between agencies. In order to ensure targelduisions are atle based on thetadity of the
circunstanes and dér the execise ofdue diligence, those imolved in tre targeting decison nust
communicate the relevafacts to each other. Atysts also must hawaecess to the necessary
records that infornsuchdecisons. Good communication among analystslso needed to ensure
that facilities are prormptly detasked when it idetermined tha the Goverment has lost its
reasonale kasis for assssing that th facility is used by a non-United States person reasonably
believed to be loced aitside the Wited Statesor the purpse ofacquiring breign intdligence
information. Furtherrare, query rules regardirignited States person identifiers and diss&tion
decisions regarding United States persdarmation reqire inter- and itra-agency
communications regarding who the Govesmtrhas deternmed to be a United States person.

(V) In general, thgoint oversight teanfiound that béer communication and coordination
between and aomg the agencies reduced certgimes of errors fronoccurring during this
reporting period. Still, in this reporting periodisoomnunications resulted irerrors and the joint
oversigh teamassesses that there is rofoncontinued inprovenent: approximtely 15% (down
from the prior reporting period’s 26) of the detasking delays thatcurred were attributdé to
miscommunications or delays @@mmunicating relevant fact$. Specifically, these detasking
delays typically involved &vel or possible travel of non-UnitedaBts persons to the United States.
Significantly, however, none of the inter- or B¥agency nscommunications resulted in the
erroneous tasking, oretdelay in the detaskg, d a facility uised by a United States person
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(wherea- such incidents invging United Sates persons occed during the previous reporting
period).

(V) The joint oversight tearbdieves that agencies should tione their training efforts to
ensure that appropriate protocolsitoue to be utilized. As padf its on-going oversight efforts,
the joint ovesight teanwill also continue tanonitor NSA, CIA and FBI's Section Zactivities
and practices to ensure that the agesinaintain efficient and effective channels of
communication.

(U) C. Due Diligence ad Pre-Tasking Information

(U) During this reporting period and the pri@porting period, there were increases in the
number of incidents involving the failure to camtt necessary foreignness checks or to otherwise
exergse duediligence pior to the taking of a facility. The joint ouesight teamis continuing to
work with NSA to ensure that appropriate additianaining efforts are utilized. Furtheore, and
as mentioned in theripr Joint Asgssment, the jot oversight teanmas ontinued tamonitor NSA
Section 702 activities andamtices to ensure that NSA has #Hisient basis to task accounts.

(U) Approximately 64%4° (last reporting period as appoximately 43%) 6 the tasking
errors in this reporting periocivolved instances in which NSA did not take sufficient pre-tasking
steps to try to find infortionregarding the location of the taatgd user or otherwise did not
properly establish a sufficient badb assess that the targetsgrwas outside the United Statés.
The two nost common examples include situations in which the analyst did not conduct a necessary
pre-tasking chedor there was too long of a delay between the necepsastasking checks and
the actual tasking of the accodfit.

46 (U) In mostinstancesNSA subsequetly conducted the neessary foreignnessiedks and cafirmed that theravas
no information in NSA systems idicating that the facility wasusedby aUnited Statepersonor by someoeg in the
United StatesIn the limted instance# which this was not the case, NSA dedal the account. All Section702 daa

acquired as aesut of the incanplete application of NSA's targeting procedueswas subject tpurge

47

48
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(U) As noted above, NSA and thenjpoversidit teamare committed to ensuringahall
indications of United States persstatus or possible location in thimited States are appropriately
investigated prior to tasking.
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(U) E. Effect of Technical Issues

(U) There were a safl nurmber of conpliance incidents resulting fromechnical issues
during this reporting period. Technical issues poéadly have larger irplications than other
incidents because they often involve more thanfaciéity. As such, all agencies involved in the
Section 702 progrardevote substantial resousc®wards the prevention, identification, and
remedy of technical issues. Collection equigmhand other related systs undergo substantial
testing prior to deployent. The agencies alsmploy a variety of mnitoring progrars to detect
anonalies in order to prevent or litthe effect oftechnical issues on aagition. Members of the
joint oversight teanparticipate in technical brfiegs at the various ageies to better understand
how technical system development and modifteaiaffect the collection and processing of
information. As a result of these efforts, potahissues have been identified, the resolution of
which prevented copliance incidents fronmappemg and ensured the continued flofvforeign
intelligence inbrmation to the agencies. The jooversght team believethat the higtrically
limited number of overcolleahn incidents is the result of the aff® of all of the involved agencies.
While technical issues can potefifidnave larger irplications, tls pdential was lagely avoiced
during this reporting period.

(SHINF) Fo exarrple- technical is®s resulted in delayed detaskys. In one of those
incidens, a CIA systenerror pevented NSArom receiving nurarous detaskg requests
(including energency detaskings for cqimnce-related reasomsd detaskings requests for lack of
foreign intelligene interest) that CA sentto NSAJEGTGGEEEEEE > A
subsequently confired that all facilities have eidr been detasked or ram subject to acquisition
pursuant to Section 702 because an NSA analysinc&s tohave a foreign intellignce interesin
the target. Brthernore, CIA advisedhat the systmerror was subsequentiprrected and that the
relevant systesare novwworking as intended.

(V) F. Effect of Human Errors

(U) As reported in previoudoint Assessments, hamerrors caused sawof the identified
conpliance incidents. Each of the agenciasdstablished a variety processes to both reduce
human errors and to identify such errors wheayttoccur. These processes have helped b lim
such errors, but soarcategories of huam errorsare unlikely to be entirely elimated For
exanple, despite mitiple pre-taskng checks, istances of fyographical erns or $milar errors
occurred in the targeting praaethat caused NSA to enter theong facility into the collection
system Sud typographical errors accounted fapaoximately 8% of the tasking errorsame in
this reporting period, which ia decrease fronhe prevous reporting period’'s 18%. Furthermore,
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only one sul incidert during this reporting period resulted in the sking of a facility used by a
United States person or persorthie United States. Approxaiely 14% of the detasking delays
from this reporting period were the result of dvartent error

As discussed
below, approximtely 27% of the detasking dgkwere the result of faulty analysis or
misunderstanding of procedur@sAs with other corpliance incidents, any data acquired as a
result of such tasking and detaskerrors - regardless of wheth@rnot the user proves to be a
United States person or persorthe United Sttes - is reqiied to be, and has been, purged.

(U) NSA’s mnimization procedures requitpieries of Section 702equired data to be
designed in a anner “reasonably likely to returioreign intelligence inforration.” Approxinetely
29% of the nmimization errors in this repang period involved non-compliance with this rule
regarding queries (54% the last reporting periodf. As with prior Jint Assessrants, this is th
cause of rast compliance incidents involving MS& minimization procedures. These types of
errors are tgically traceable to a tyygraphicalor conparable erroin the constration for the
query. For exaiple, an overbroad query can be sag when an analysistakenly inserts an “or
instead of an “and” in constrticg a Boolean query, and thergbgtentially received overbroad
results as a result of the query. No inciderfitan analyst purposelunning a querydr non-
foreign intelligence reasons agsi Section 702-acquired data wetentified durng the reporting
period, nor did any of the overlad queries identifiedhvolve the use of a United States person
identifier as a query term.

(U) The joint overight teamassessethat theoverall rate of the typeof errors described
above is low. The joint oversight tedralieves that the low rate reflect®tfreat care analysts use
to enter information, the effectigness of the NSA pre-tasking rewi process in catching potential
errors, and the focus in NSA training and oversigtdonstructing reasonabtiesigned queries.

(U) While the joirt oversight team assessestlexisting practices and systeadequately
reduce the nubyer of incidents dicussed above, the joint oversitgamassesses thather errors
could potentially be reduced with new training, ggdures or systemodifications. The following
subdivides such incidents intaers that could be potentialheduced through system or process
changes, and those that coulddolelressed through training. Iqeadent of the broader system
process, ptraining chages suggested below, éach of the individual ridents discussed below
data acquired as a result of the spediicidents has been purged atin personnel directly
involved have been reinstructed redjag the applicable requiremnts.
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(U) (1) ErrorsThat Could Be Reduced Through SystenVProcess Changes

(SHSHNF) As noted in prior Jat Assessments, theid ovesight teambelieves thaNSA
should strongly consider two ahges to its tasking tool, thghi the teanmecognizes that the
changes suggestedaynhave implications beyondeStion 702 as NSA uses the satasking tool
for multiple authorties. First, N&'s tasking tool is cuently confgured in such a amner tha.
can result in tb uninentional retasking of a
facility without the aplication of the NSA targeting procedur such incidents were
identified during this reporting perict. Similarly, in processin requests fronCIA and
FBI, detasked facilities will berroreously retaked without @plication of the NSAargeting
procedures unless NSA personnel vetifgt the facilit Is currently subject to
Section 702 acquitson; one such errooccurred during tis reporting period® While
modifications to NSA'’s tasking tool that wout@ve prevented these tweethods of erroneously
retaskng facilities would elimnate only 5% of the tasking erratsat occurred in this reporting
period, such changes would have éhated 8%and 16% of tasking errors in the prior two
reporting periods, respectively. @lpast three reporting periodswaenstate that these types of
changes could potentially reduce thiready very sail overall conpliance rde. Nonetheless, NSA
is currently reviewing this recomendation and plans to engagdunther discussions with DOJ
and ODNI.

(U) Additionally, e noted in por Joint asgssments, th joint overgght team believes NSA
should assessadifications to systesiused t@uery raw Section 702-acquired data to require
analyss to identify when they believe they arengsa United States person identifier as a query
term Such an irprovenent, even if it cannot be adopted universallaihNSA systers, could
help preent conpliance instanes with respedb the use of United States person query $&fm
NSA plans to test and impleamt this reconmendation during calendar year 2016. The new
internal conpliance control rechanism being deloped for NSA dateepositories containing
unevaluated and unminieed Section 702 inforation will require analysts to dooent whether
the query being executed against the databatedes a known United St person identifier.
Once the gery is executed, the details conoeng the query will be pssed to NSA’s auditing
systemof record for post-query review and potith metrics conpilation. Aspart of the testing,
NSA will evaluate the @uracy ofreporting this numler in future Jant Assessment¥.

80(U) In a letter dted Ocbber 27, 2015, the U.SHouse of Repesetatives Perranent Select Comitée on
Intelligence (HPSCI) regestedthat the Directar of Natioral Intelligence siomit a repat about specificquestions
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(UH#FOUYO) In addition, the PCLOBx its Section 702 report, reconarded that NSA
implement processes to annually count “the henof queries performd that enploy U.S. person
identifiers, specifically distinguishing the nben of such queries that include nesntitles or other
identifiers potentially associatedth individuals.” PCLOB 70Report Recommendation 9(4). In
the Section 707 Report, the Departrnef Justice reports (i) the nlo@r of metadata queries that
use a UnitedGtates prsa identifier and (ii) the nmber of United Statesguson idetifiers
approved for content queri

Currently, bothsets of nurber are classified{SA plans to declassify future
numbers so as to report these rhans publiclyas part of ODNI's Tans@rency Report.

(V) (2) ErrorsCaused by Misunderstandings of Processes or Procedures That Can
Be Addressed Through Training

(U) Consistent with the genéiiacrease irthe nunier of compliance incidents during this
reporting period, the joint oversight tedras idetified a slight increasef incidents caused by
analysts, officers, or agentssunderstanding anisapplying the requireerts of NSA'’s targeting
or minimization procedures. A number of inaide iderified during ths reporting period were
attributable, to varying degreds,a msunderstanding or isapplicéion of these rules. The overall
number of such incidents cqmared with thenumber of targeting, dasking, and nmimization
decisions made by Goverent personnel reains vey low, and the partidar aspects of the
procedures msunderstood or reapplied were diverse.

(U) For example, in one incidettNSA’s internal oversight cgstioned an analyst’s cited
connection between the target user of the tasketity and the specifically referenced Section 702
certification pertaining tohe purpose of obtaininfgreign intelligence infemation. NSA'’s
targeting procedures require tlaatalysts identify the foreign power foreign territory about which
they expect the proposed tatigg will obtain foreign intelligence inforation. NSA also has
internal docurentation requiremnts whereby analystsust provide a linkagbetween the user of

contained in the letter petaining to Secton 702, including an updat on the “status of the proposel changes[DOJ]
swggestedthe [NSA] meke to its tashng tod for Section702 queies” and referenceghe previous Jont Assessrant.
This Octoler 2015 letter alsaequested tht the repat evaluate “the possbility of including addtional adomated
mechaisms for aralyzing the faeignressof a target pre- ad pcst- taskng.” Additional information will be provided
onthis reportin future Jont Assessrarts, asappopriate.

6l_
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the facility and the foreigintelligence purpose eered by tle certificationunder which it is bBing
tasked, as detailed further in the attached apgerdithis NSA incident, the analyst subsequently
confirmed that thee was insuficiert information to appropatdy link the target with the freign
intelligence infornation purpose of the SectiofZcertification. NSA deasked the facility and
advised that there was no indica that the facility was usdaly a United States person or by
sonmeone in the United States. NSA further addisieat the relevant personnel have beernmded
of the Section 702 tasking requiremts and that all necessary purgguirenents were copleted.

(U) The joint overight teamassessethat thdow overall rate of sucincidents and the fact
that sich incidents are ri@verly corcentrated irany particular area gendsareflects the strength
of the agencies training program

(U) 1ll._Review of Compliance Ircidents — CIA Minimiz ation Procedures

(SHNFYF? During this reporting period, themwas only one incident involving
nonconpliance with the CIA rmimization proceduresvhich is a decrease frothe
that occurred during thprevious regrtin iod, but in line with histac reportin

incidents

(S/INF) CIA’s sole compliance incidemvolved the untirely destruction of data,

I - = (=~ D
minimization procedures. CIA’s Section 702 procedures requihat CIA delete un-reviewed data

five years fronthe expiration date of the relevé@ection 702 certification. However, the relevant
data was subsequently removed from CIA systemd,CIA nade no usef the infornation that
was inproperly etanedfor the short period of tien

(S/INF) Theoint oversght teambelieves tht this CIA conpliance incident, and other
historical CIA, FBI, and NSA purge-related incide indcae that the Governent must rerain
vigilant to ensure the approprisded timely removal ofdata. As with theprior Jant Assessrant,
the joint ovesight teanbeliees it isimportantfor agencies to carefully consider the potential
impacts on the purge process in designing amtipg systems, including ensuring the appropriate
time required for the deletion. Thant oversight teanalso believe that agencies must regularly
monitor and reevaluate the functiogiof relevant systesndue to thedd that the identification and
destruction of relevant data cha conplex. Finally, the joint overght teamcontinues to remin
focused on the purging of data by all three agendesing this last reporting period, the joint
oversight teantontinued to have meetings andéonference calls withll three agencies as it
pertained to their purging of data.

62 (U{FOUO) This paragraph carried adifferent portion marking in prior joint assessent. As noed in footnoe 9
above, waarecontinuing b review he informatia in this paragraphto determie the prope portion marking, but, in
the meartime, the potion-marking of this paragraphhas beenupgraded
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(V) IV. Reviewof Compliance Incidents — BBl Targeting and Minimiz ation
Procedures

(U) There were a mimal nunber of incdents involving noncopliance with the FB
targeting and mmimization procedurem this reporting period. As percentage ¢¥Bl’s targeting
actions during the reporting period, the FBI tanggttonpliance incident rateluring this reporting
period decreased fro03% to 0.02%. The targeg incidents in thiseporting period that did
occur were process issues that were narrompact, and none involved the targeting of an
individual who was in fact a United Statperson or person locatédtheUnited Stées.




(U) One of the mimization errors involve the inproper querying of raw Section 702-
acquired dat& Here, NSD’s overslgf review revealed that o mutiple occasions car an
approxinate three-week period, arBFenmployee conducted queries using United States person
identifiers of at least three other FBI persdrared the FBI employee®@wn identifier. Although
the searches were for affal work-related purposes, tlgpieries were not conduckén an effort to
find and extract foreign intelligence infoationor eviderte of a crine, as requiredyoFBI’'s
minimization procedures. Subsequently] FBninded the employee of the mimization
procedures’ requireemt concerning queries. FRlso provided additional, foralized retraining to
relevant personnel to rend them of theappropriate Section 702 query requiets.

(SHNF)
States person inforation.
the FBI dissemmated the nares of United Stat
NSD and ODNI determed that it veés unreasonable to conclude the
dissemmnation of the United States person ideesd met the
appropriate standard. In priSection 707 Reports, the Goverarhhas reporte
in which N and ODNI assess that FBI hadpiraperly
dissemnated United States person inf@tion. See, e, |

minimization errorsnvolved the inproperdissemnation of United
For example,

(U) V. Reviewof Compliance Incidents — Provider Errors

(SHNFY® During this reporting period, there w.incidents (as opposed to one incident
during the last reportingeriod) of noncomliance by an eleatnic communicatioservice provider
with a Section 702(h) directive. Given thatogs by the service praders can result in the
acquisition of United States person infation, the Governent mustactively monitor the
acquistions that the proders transmt to the Goernment. The joihoversight team believes that
the historically low number of copliance incidents causeg berviceproviders reflect, in part, the
servie provders commitment to comply with théaw while proteting their custoners’ interests.
However, the low nulver of these incidents alseflects continued efforts by the Goveramhand
servie provders to enste thd lawful interce systens are &ective and comliant with all
applicable law and other requirenis. The Govemment must continue to work with the service
providers to prevent futuracidents of non-compliance.

65_
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(U) SECTION 5: CONCLUSION

(U) During the reportig period, the joint oversight teaimund that the agencies have
continued to implement the procedures and tdléav the guidelines in a amner that reflects a
focused and concerted effort by agency personranply with the requirerants of Section 702.
As in previous reporting periodthe joint oersght teamhasidentified no indications of any
intentiona or willf ul attempts to violate or caumvent the rguirenments ofthe Act inthe
conpliance incidents assessed herein. Althoughmiimber of conpliance incidents continued to
remain snall, particdarly when compared witthe total arount ofcolledion adivity, a contined
focus is needed to address underlying causesohtidents which did occu The joint oversight
teamassesses that such focus should empbasiintaining close wnitoring of collection
activities ard continued personnel training. Atidnally, as part of its ofgoing overght
responsibities, the joint oversigh team and the agncies’ iernal oersght regmes, will cortinue
to monitor the efficacy of reasures to addrethe causes of copfiance incidents during the niex
reporting period.
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APPENDIX A

(U) IMPLEMENT ATION OF SECTION 702AUTHORITIES - OVERVIEW

(U) 1._Overview - NSA

(U) The National Security Agency (NSA) seeks to acquire foreign intelligence iatiomm
concerning specific targets under each Sectioncédication fromor with the assistance of
electronic commanication servic@roviders, as defined ine®ion 701(b)(4) of the &reign
Intelligence Surveillance Acif 1978, as aended (FISA). As required by Section 702, those
targets st be non-United States persoreasonably believed to becated outside the United
States.

(SHNF) During this reping period, NSA conducted foreign intellgnce analyis to

1(U) Specificaly, Section701(b)(4) proviles

The term ‘electronicammunication sevice provider’ mears -- (A) a telecommunications carrier,saathd term
is defined n section 3 of the CommunicaionsAct of 1934(47 US.C 153); (B) aprovider of electronic
communication senice, as hat termis definedin sectim 25100f title 18, United State€ode; (C) a pravider of
a renote canputing servce, as tht termis defired in section27110f title 18, United States Cag (D) any
othe communication sevice provider whohas acces®wire or electronic commnications eitheassud
comnunications ee transmitted or assuch commnunicationsare sored; or (E) an officer, employee, cagentof
anertity described in submragaph(A), (B), (C),or (D).

2(U) Section101(i) of FISA defines “United Stategerson” as fdlows:

a citizenof the Urited States, amlienlawfully admitted for permanert resicence (asdefined in
sectin101(a)(20) of thelmmigrationard Nationality Act [8 U.S.C. §1101(a)(20]), anunincorporated
asseiation a stostartial number of members ofwhich arecitizers d the United State®r aliers lawfully
admitted forpermanent residece,or a caporation which is incorporatedin the Urnited States, budoes not
includea @rporaion or anassocation which is aforeign power, asddined in subsediton (a)1), (2), or (3).
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(U) As afirmed in affdavits fled withthe Foreign Intéigence Surveillace Court (FSC),
NSA believes that the non-Unitedaes persongrasonably believed to be sige the United Stees
who are targted under these certifitions will either possegereign intelligence infemation about
the persons, groups, or entities covered by the ivatins or are likely teeceive or communicate
foreign intelligence inforration concerning these @®ns, groups, or entities. This requieeTis
reinforced by the Attorney General's Acquisiti@uidelines, which provid&hat an individual ray
not be targeted unless a significanrpose of the tagding is to acquiréoreign irtelligence
information that the person possesses, is reaspeapkcted to receive, and/or is likely to
communicate.

(U) Under NSA’s FISC-approvktargeting procedures, MSargets a particular non-
United States person reasonably believed to beddaaiside the United States by tasking facilities
used by thiaperson who possessaswho is likely to commanicate or eceive foreign intdligence
information. A facility (also known as a “selecipis a specific communicatigndertifier tasked
to acquire foreign intelligence infotion that isd, from or about a target. A “facilitycould be a
telephone nuimer or an identifierelated to a form of electronic conunication, such as an eaih
address. In order to acgire foreign intelligence inbrmation fom or with the asstarce ofan
electronic commanications service proder, NSA first useshe idetification ofa facility to acaire
the relevant communications. Theatfter applying its targetingrocedures (further discussed
below) and other internal revievard approvalsNSA “tasks” thafacility in the relevant tasking
system The fcilities ae in tun provided toelectronic communication sece providers who have
been served with the requiredetitives under theertifications.

(SHNF) Once infrmation is colleted from these taskedaflities, it is supject to FIE-
approved rmimization proceduresNSA’s minimization procedureset forth spedic measures
NSA must take when it acquires, retains, andissenmates non-publichavailable infomation
about United States persons. All collection oftBec702 infornation is routed to NSA. Howere
the NSA'’s minimization procedures also petrthe provision of unrmimized communications to
the Cental Intelligene Agency (CIA) and FederBlureau of Investigation (FBI) k&ting to taigets
identified by these agencies thatve been the subject of N&&quisition under the certifications.
The unninimized communicationsent to CIA ad FBI, in accordare with NSA'’s targeting ah
minimization procedures, mst in turn be praessed by CIA and FBI in accordance with their
respective FSC-approved Sectiof02 ninimization procedures.

(U) NSA's targeting procedures addresspng other subjects, theaimer in which NSA
will determine that a person targeted under #&c?02 is a np-United States person reasonably

6 (SINF) As noted in the Sedtion 707 Report, with regpectto ongoing acauisitionsfrom certin electonic

comirmunication sevice providers
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believed to be located outside theitdd States, the post-targeting analysis conducted on the
facilities, anl the docurantation required.

(U) A. Pre-Tasking Location

(U) 1. Telephone Numkrs

S/ISVINF) For telephone nubers, NSA analystsa

(U) 2. Electronic Communicatiors Identifiers

8 (U) Analystsalso dieckthis systemas parbf the “posttargeting” aralysis descibed below.

9
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(U) B. Pre-Tasking Determination of United States Person Status

(U) C. Post-Tasking Checks

(SHRELTOUSAMEYS) NSA also requires #t tasking analysts review infoation
collected fran the facilities they haatasked. With respetto NSA'’s revew o

1 a notification e-rail is set to the tasking team updmitial collection for the
facility. NSA analysts are expected to revievs ttollection within fve business days to confirm
that the useof the fcility is the intended taget, that the taet renains g@propride to the
certification cited, and #t the targt renains outside the United State&nalysts are then
responsible to review traffic cgn on-going basis to ensure thia facility renains appropriate

under the authorit
Should traffic not beiewed in at least once every 30 days, a notice is

11 (SHNF) NSA’s atomatednotification systento ersure analysts &ve reviewedcdlection is curertly implemerted
onIy for not

NSA is attempng todevelop asimilar sysem for
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sent to the tasking team, as waglto their rmnagenent, who therhave the responsibility to follow
up.

(U) D. Documentation

(U) The procedures provide that analysts ddturent in the tasking database a citation to
the information leading theno reasonably believe that a targd persois located outside the
United States. The citation is a reference imgtides the source of the infoation
enabling oversight
personnel to locate and review thérmation that ledhe analyst to his/megeasonable belief.
Analysts nust also identify tk foreign power or foreign teraty about vhich they expect the
proposed targeting willlain foreign intelligence infornation.

(SHNF) NSA ha an

existing database tool, for use by its analystsSéxtion 702 tasking and docentation purposes.
to assist analys
as they condict their work. This tool leabeen madified over time to accommodate the
requirenents of Section 702, to include, for examptertain fields anteatures for targeting,
docurnrentation, and oversight purposes. Accordingie tool allows analysts to document the
required citation to NSA records on which NSA reltedorm the reasoable bdief that the targt
was located outside the United Sta

The toolhas fields for the certification
under which the target falls, and for the foreigmnvpoas to Wich the analyst expects to collect
foreign intelligence inforrmtion. Analysts fillout various field each facility, as
appropriate, including the citaftn to the information on which the analyst relied iraking the
foreignness determation.

(U) NSA also includes the tagting rationale (AR) in thetasking record, which requires
the tagetinganalys to kriefly sate why targetig for a particular facility was requested. The intent
of the TAR is to remorialize why the analyst is requestingdating, and provides a linkage
between the user of the facilignd the dreign inelligene purpose covered by the certification
under which it is being tasked. The joint ovelnsigpamassesses that the TAR hagprioved the
oversigh teanis ability to undertand NSA'’s foreign intelligence purpaosin tasking facilities.

Entries are reviewed b@e a tasking can be finalize®Records fronthis tool are
maintained and copiled for oversidt purposesFor each facility, a read can be capiled and
printed showing certain relevant fields, such #ee facility, the certifiation, the citation to the
record or records relied upon by the ana the analyst’'s
foreignness explanation, the tarnggtrationale These records,
referred to as “tashg sleets,” are reviewed ke Departrant of Justice’s National Security
Division (NSD) and the Office of the Director dfational Intelligence@DNI) as part of the
oversight process.
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{S/INF) The source reods cited on these task sheets are contaid in a variety of NSA
data repositories. Thesecords are antainedby NSA and, when requested by the joint teare
produced to verify deterimations recorded on triasking sheets. Otheowrce records ay consist
of “lead information” from other agencies, suals dissemmated inteligernce repots a lead
information

(U) F. Internal Procedures

(U) NSA has institted internal traimg prograns, access aurol procedires, standard
operating procedures, complianceident reporting reasures, and sitar processes to iplement
the requirerents of the targeting procedures. [Yanalysts who have received certain types of
training and authorizatits are proied access tthe Sectia 702 program data. These analysts
must conplete an NSA OGC and &nals Intelligence Directorate (SID) @vsight and Copliance
training programreview the targeting andinmimization procedures as well as other doeata
filed with the cetifications; and mst pass a compatcy test. The databases NSA analysts ase
subject to audit and review ISID Oversight and Copliance. For guidance, analysts consult
standard operating procedures, supervissid, Oversight and Copiliance personnel, NSA OGC
attaneys, ad the NSA Office of the Directaof Conpliance.

(U) NSA's targeting and mimization procedures require NSA to report to NSD and ODNI
any incidents of non-compliance with the procedime®SA personnel that reléun the intentional
targeting of a person reasonably be&d to be located in the Unit&tes, the intetional targéing
of a United States person, oetimtentiond acqusition of any communication in which the sender
and all intended recipients are known at theetiacquisition to be located within the United
States, with a requireant to purge frorNSA’s records any resulting ceittion. NSA nast also
report any incidents of non-cgimance, includingpvercollection, by anglectronic commnication
service provider issued a ditae@ under Section 702. dditionally, if NSA leans, after targeting a
person reasonably believed to be outside the UiStates, that the person is inside the United
States, or if NSA learns thatperson who NSAeasonably belieed was a non-United States person
is in fact a United States person, NSAstterminate the acquisitioand treat any acquired
communications in accordance with itenimizationprocedures. In each tiie above situations,
NSA'’s Section 702 procedures dugithis reporting period required NSA to report the incident to
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NSD and ODNI within the tim specifed in the gplicable targeting procedures (five business days)
of learning of the incident.

(U) The NSA targeting andimimization pocedures require NS# conduct oversight
activities and reake any ecessary reports, includj those relating to incidents of non-qarance,
to the NSA Office of the Inspeat&eneral (A OIG) and NSA OGC. 8l Oversight and
Conmpliance conducts spot checkstafgeting decisions and diss@rations to ensure cgrhiance
with procedures. SID alsoamntains and updas an NSA internal website regarding the
implementation of, and coptiance wth, the Section 702 authorities.

(U) NSA has established standard operapiragedures for incidentacking and reporting
to NSD and ODNI. The SID Oversight and Compdia office works with analysts at NSA, and
with CIA and FBI points of contaels necessary, to cqife incident reports which are forwarded to
both the NSA OGC and NSA OIGSA OGC hen forwards thencidents to NSD and ODNI.

(U) On a more programatic level, under thguidance and directioof the Office of the
Director of Canpliance (ODOC), NSA has iplemented andnaintains a Corprehensive Mission
Conpliance ProgranfCMCP) designetb effect verifiable confanance with the laws and policies
that afford privacy protection to United Statpersons during NSAissions. ODOC coplements
and reinforces the intelligenowersight progranof NSA OIG and oversight responsibilities of
NSA OGC.

(U) A key conponent of the CMCP, is arffert to manage, orgazie, and raintain the
authorities, policies, and cqince requirerents that govern NSA nssion activties. This efort,
known as “Rules Manageamt,” focuses on tw key conrponents: (1) the processes necessary to
better govern, @intain, and understand the autiies granted to NSA and (2) technological
solutions to support (and spiify) Rules Managment activities. ODOC Iago coordinated NSA’s
use of the Verification of Accuracy (VoA) processginally developeddr other RSA prograns to
provide an increased level of cadénce that factual repsemationsto the FISC or other external
decision nakers are accurate and based om@agoing, shared understandingarg operational,
technical, legal, policy and ogpliance officials within NSA. NSA has also developed a
Verification ofinterpretaion (Vol) review to help esure tlat NSA and its external overseers have a
shared understanding of key texim Court ordes, mnimization procedures, and other do@nts
that govern NSA'’s FISA activitiesODOC has also developed a resfsessent process to assess
the potential risk of non-copfiance with the rules designed pootect United States person
privacy. The asses@&mt is conducted and repaiteo the N& Deputy Director and NSA Senior
Leadership Tearhi-annually.

(U) 1l._Overview - CIA

(SHNF) A. CIA's Role in Targeting

(SHNF) Although CIA does not target or acgucommunications pursuant to Section 702,
CIA has put in place a process, in consultatiath WSA, FB, NSD, and ODNI, to identify foreign
intelligence targes to NSA (hereindter reemred toas tle “CIA noninatian process). Based on its
foreign intelligence analysis, CIA may “namate” a facility to NSA for pogéntial acquisition under
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one of the Section 702(gertifications.

Nominations are reviewed and approved by a
targeting officer’s first line ranager, a comonentlegal offi | |
the FISA Progran®Office prior to export to NSA for taskin

(U) The FISA Progran®ffice was establised inDecenter 201

and is charged witproviding strategic dirgmn for the nanagement
and oversight of CIA’s FISA collection progranincludng the réention and dissemiation of
foreign intelligence inforration acquired pursu&ito Section 702. This group is responsible for
overall strategic direction and policy, prognamatic external focus, and interaction with
counter@rts of NSD, ODNI, NSA and FBI. laddition, the office leads the day-taydFISA
corrpliance efforj il The prirary reponsibilities of the FISARrogramOffice areto
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provide strategic direction for dakendling and ranagement of FISA/702 data, asell as to ensure
that all Section 702 collection isqperly tasked and that CIA @nplying with all compliance and
purge requirerants.

(U) B. Ovesight and Compliance

(U) CIA’s FISA conpliance program isnanaged by its FI& ProgramOffice in
coordination with CIA OGC. CIA mvides small group training to personnel who norate
facilities to NSA and/or mimize Section 702-acquired comnicaions. Access to unmimized
Section 702-acquired comumications is linted to trained personnel.|& attorneys erbedded
with operational eleents thahave access to annimized Sectin 702acquired information also
respond to inquiries regarding noration and miimization questions. ldentified incidents of
nonconpliance with the CIA nmimization procedureare generally reported to NSD and ODNI b
CIA OGC.

(V) lll._Ov erview - FBI

(U) A. FBI's Role in Targeting —Nomination for Acquiring In-Transit
Communications

(SHNF) Like CIA, FBI has developed arfieal nominatiornprocess
intelligence targes to NSA for the acquisition oin-transt communicatians|

information underlying the basis for the foreig®s deterimation and tk foreign intelligence
interest. FBnominations are reviewed by FBbperational and legal pensnel prior to export to
NSA for taskin

he FB targeting procedures
require that NSA first apply itswn targeting procedures totdamne tha the ugr ofthe
Designated Account is a person @aably believed to be outside the United States and is not a
United States person. 4 is also responsible faleternining that a sigificant purpose of the

acquisition it requests t® obtain foreign intelligence inforation. After NSA designates accounts
as being apwpriac I ' = cnacl i

rocedures, which require FBI to review NSAZonclusion oforeignnes
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(SHINF) Mae specflcally after FBI obtalns the taskingestt fromNSA, it reV|ews the
information provided.h
status of the

(SH#NF) Unless FBI lodas inbrm
is located irside ttke United State FBI will
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(SHNF)- If FBI identifiesinformation indicaing that NSA’s deterimation that the t@et is a
non-United States person reasondi#jieved to be outside the Urit&tates ray be incorrect, FBI
provides this inforration to NSA and does noparov

(U) C. Documentation

(SHNF) Thetargding procedures ragjre that FBI retain the infanatio
in accadance with its records reteon policie
FBI uses a rdlti-page checklistdr each [2signated
Account to record the results i targeting process, as ladt in its standard operating
procedures, commencing w extending throug

and culnmnating in approval or g@approval of the acquisition. In addition, the FBI
standard ograting procelures cli fo
depending on the circumstances, which aamtainedby FBI with tre applicake cheklist. FBI
also retains with each ebklist any relevancommunication regarding its review of &
information. Additional checklists had®een createtb captue information on requests
withdrawnjjjjfi|j or not approved by FBI.

(U) D. Implementdion, Oversight, and Compliance

SHNF) FBI's inplementation and cophiance activties are overseen by FBI OGC,
particulaly the Natioral Security Lav Branch(NSLB), as well as FBI's Exploitation Threat

and FBI's Inspection Division

XTS has the lead
responsibility in FBI f . XTS personnel are
trained on the FBI targeting procedures and FBliaithrl set of standamjperating procedures that
govern its processing of requ . XTS also has the
lead responbility for facilitating FBI's noninatons to NSA fo
communications. XTS, NSLB, NSD, and ODNMeaall worked on training FBI personnel to
ensure that FBI nomations angog-tasking revew conply with the NSA targeting procedures.
Numerous such trainings were provided durihg current reporting pexd. Wth respect to
minimization, FBI has created aandatory ohine training that all FBI ag@rts and analysts ost

cowlete irior to ﬁaininﬁccess to unmimized Section 7020ﬂuired dta in the FBI’.

(SHNF) The FBI's targeting procedures ragueriodic reviews by NSD and ODNI at least
once every 60 days. FBlust also report indents of non-compliance with the FBI targeting
procedures to NSD and ODNI within five busisedays of learning of the incident. XTS and
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NSLB are the lead FBI eleants in ensuringhat NSD and ODNI received all aqgpriate
information with regard to these two requirems.

(V) IV. Overview - Minimiz ation

(U) Once a facility has bedasked for collection, non-publy available infornation
collected as a result oféke tasings that conerns United States persons must Ipeimized. The
FISC-approved mmimization procedures requiregduninimization in the acquisition, retention,
and dissemmation of foreign intelligence infmation. As a generalatter, mnimization
procedures under Section 702 areikimn mog respects to mimization under other FISA orders.
For exanple, the Section 702imimization procedwes, like those under certain other FISA court
orders, allow for sharing of cain unmnimized Section 702 formation anong NSA, FBI, and
CIA. Similarly, the procedures for eachewy require sgcial hadling of intercepted
communications thaare between attorneys antents, as wt as foreign intdligence inbrmation
concerning United States pens that is dissematedto foreign governrents.

(U) The mnimization procedures do, howevenpose additionaobligations or restrictions
as conpared to nmimization procedures associat®dh authorities granted under Titles | and Il of
FISA. For examle, the Section 702 mimizationprocedures require, with lined exceptions, the
purge of any communicationsagred through the targeting afperson who at the terof
targeting was reasonably believ® be a non-United Statesrpen located outside the United
States, buis in fact loated insi@ the United Sttes at the time the conunication is acquired, or
was in fact a United States pensat the tine of targeting.

(U) NSA, CIA, and FBI have created systimtrack the purging of inforation from their
systens. CIA and FBI receive incatt notifications fromNSA to document when NSA has
identified Section 702 inforation that NSA is ragjred to purge acconag to its pocedures, so #i
CIA and FBI can reet their respective obligations.
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